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Over 14 million teenagers use online community web sites like “MySpace.com” and “Friendster.com” to express their creativity, socialize with peers and share common experiences.  Unfortunately, the shear numbers of users on these online communities attract cyber criminals and online predators that attempt to hack computers, harass and hurt children and commit fraud.  Even though children routinely avoid similar threats in the physical world with common sense principles and rules taught at home and school, they often ignore or don’t apply these same rules in the online world.  A responsible adult should weigh the benefit and risks to decide whether or not children should use  community web sites services and learn the common sense precautions to take that will lower the chances of children becoming a victim of a crime.  

That’s why (a coalition of) education, cyber security and safety, and government organizations have worked together to develop non-technical guidelines you can implement and common sense tips you can teach your children to help them stay safe online.

Consider the following guidelines to help provide a more safe and secure setting for your children while they use online communities, blogs or Instant Messenger:

· Before you or your family uses any Internet service, make sure you’ve properly secured your family’s computer by installing the most up-to-date anti-virus, anti-spyware and firewall software.  The minute your computer is connected to the Internet or an “always on” broadband connection, hackers and thieves attempt to gain access to  your family’s financial and personal information.  Once a hacker gains access to your sensitive personal information, it could be used to commit identity theft or raid your bank accounts.  To ensure you’re family’s computer is secured or “the front door is locked” from outside intruders, be sure to install the proper security software and the most up to date patches before you connect your computer to the Internet.

· Keep your computer in a central and open location in your home and be aware of other computers your child may be using.  By keeping your child’s computer in a centralized location, you have more control and ability to supervise what you child is doing on the Internet.  Moreover, it is likely your child surfs the Internet at their friends’ homes as well.  Find out what other computers your child is using, and consult with other parents to better ensure they use the same safety and security procedures you use at your home.  
· Use the Internet with your children, familiarize yourself with your children's online activities, and maintain a dialogue with your child about what applications they are using.  In order to help teach your children ways to stay safe online, you need to know what Internet services they use while online.  Understanding how your child uses the Internet will give you a good idea of the risks they may face while on the Internet.
· Implement parental control tools that are provided by some ISPs and available for purchase as separate software packages. Remember - No program is a substitute for parental supervision. Parental control tools allow you to restrict or allow certain web sites to be viewed on your computer, and you can protect these settings with a password.

· Use privacy settings to restrict who can access and post on your child’s web site or blog.  Some online community services like MySpace.com or Friendster, give parents and children the ability to limit those who can access and communicate with your child’s web site or blog.  When setting up your child’s account on any of these services, be sure to review the privacy settings and set them accordingly.  
· Know who your children's online friends are and supervise their chat areas and blogs.  It is highly recommended that you set-up your child’s Internet service accounts, including any online community services they belong too, and periodically monitor their accounts.  
· Consider software that allows you to monitor your children’s email and web traffic.  Monitoring software gives you the ability to view you’re child’s activity on the Internet and who they chat with on a regular basis.  These programs give parents a better understand of what their children are doing online.  However, some parents may feel these programs may violate their child’s privacy.

Consider teaching your children the following tips to help them make common sense (OR) wise decisions so that  will stay safe and secure while using online communities:

· Protect your name, address, phone or password from those who could hurt you or your family.  
Explanation:  It’s important that your child understands that people on the Internet may not be who they say they are, and just like in the real world there are people who could hurt them in the virtual world.  Strangers could use personal information like the name of their school or address to make contact with them, or could even use your personal information, like your birthday or passwords to steal your money.
· Delete risqué or suggestive messages and stay away from those who wrote them.  
Explanation: Sending inappropriate messages are not good behavior and may indicate the person sending the messages has bad intentions and could be dangerous.  Again the virtual world is not different than the real world, if a strange person in a dark trench coat came up to you on the street and showed you inappropriate material, wouldn’t you be scared and run away from them?  The same is true on the Internet.
· Always have parental supervision when meeting someone offline.  Explanation:  This is a rule designed to protect your child from predators and criminals.  Explain to your child that strangers in the online world pose a threat to them as much as strangers in the physical world. 
· Tell a parent or teacher if you are in danger or know of someone who is in trouble.  Explanation:  There may be times when your child sees someone is in danger on the Internet (a person may want to commit suicide or is planning to do physical harm against another person).  Like in the real world, your child needs to tell a parent or teacher of the danger to help that person.  If no parent or teacher is available, they should call the local police.
· Do not open any emails or download attachments from strangers.  Explanation:  Emails from strangers may contain viruses or spyware that could damage your computer or rob your  (if the focus of the message is parents we don’t need to state parent’s) personal information or even money.
· Remind them not to post anything that could embarrass them later or expose them to danger. Although MySpace is public, teens sometimes think that adults can't see what they post. Inappropriate postings may lead to damaged reputations and possibly suspension or expulsion from school. Teens should not post photos or info they would not want adults to see. 
· People aren’t always who they say they are.  Be careful about adding strangers to your friends list.   A friend is someone with whom you are acquainted, you know well and can trust. The online world has caused a blur surrounding the meaning and definition of a friend.  Children need to understand the difference and if they cannot provide you with solid information as to how they know a person, decide if the person should be included in their friends list.
Apply the same safe physical world common sense practices to the online world and you can StaySafeOnline!
