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Expanding Knowledge in
Cyberawareness and Careers in
Cybersecurity
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9:00 - 9:45 AM

9:45 - 10:00 AM

10:00-11:30 AM

11:30-12:00 PM

12:00-12:30 PM

12:30- 1:45 PM

1:45- 2:00 PM

Sign-in

Welcome and Meet and Greet

Drink orders

Understanding the MSDE Cybersecurity CTE Option
CyberSTEM Option

More about the K12 Cybersecurity Educator Academy

Brief Stretch Break

Option 1: Setting up your Own Lab
Q&A

LUNCH: will be provided- cohort networking

Virtual Tour and Q and A regarding online course access

Getting students ready for Cyber Dense Competitions- or just
fun exercises to use in your classroom-guest speaker

Evaluation, next steps, where to find additional resources
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About NCW

Mission:

To advance cybersecurity
education by leading
collaborative efforts to
strengthen the national
cybersecurity workforce
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About NCW

"2« National Science Foundation funded
Advanced Technology Education Center
— Cybersecurity education at all levels

— elementary through graduate school

— curriculum development

— faculty professional development

— student development

— career pathways, and public awareness
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About NCW

| e Model IA curricula, including complete
e courses for A.A.S. and A.S. degrees and for
two |A certificates;

e Assist member institutions in mapping
their Cybersecurity courses

e Lead Centers of Academic Excellence in
Information Security Education for
Community Colleges (CAE2Y) with NSF,
NSA, and DHS

\ A
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Expanding Knowledge in Cyberawareness and Careers in Cybersecurity

12th Annual C3 Conference

Cyberethics, Cybersafety, and Cybersecurity

PROGRAMS

We have a wide range of programs, content|
and activities for formal and informal
settings. The central focus is Cybarsacarity
content, but it is suppaortad by the too often)
neglacted topics of citizen awareness of
ethics, safety and security. More |

EOOKMARK | SHARE:

CrberWat Main Sits

Col = ]

Cyber K12 Facebook Site 1

WORKFORCE AWARENES 5

‘What is CyberSecarity * What is
Information Aszurance? What career
options are there in CyberSecurity and
what pathways are there? Mare

The National CyberWatch Center

Is a collaboration of multiple collegas and  universities
throughout the US, as well a2 government and
Industry partners. The mission of tha National
CyberWatch Center is to advance cybersecurity
education by leading collaborative efforts to
strengthen the national cybersecurity warkforce,

C3 Conference

C3 AWARENESS

We inform the educational community
about Cyberathical Cybersafaty and
Cybersecurity (C3) implications of
technology uze and dlustrate how
students, educators and parents can apply
these concepts to their own setting.

More [=]

WHAT S NEW

Mid-Atlantic CCDC & High
School Cybersecurity Fair

After 5chool Programs

2013 Summer Programs
K12 CyberEd Project

Annual T3 Conference

= Coel Careers in
Cybersecurity fer Girls

= Career Weorkshop for

School CounselorsiSTEM
Coordinators

C3 Schools Award Program

\ W=

K12 IT SYSTEMS

Workzhops are conducted at partner
institutions on a variety of topics
datermined by our anonzl neads

355355mant SUrvey. More [5]

FRESS RELEASES [ARCHIVE]

November 14, 2012
OyberiWarch tmaches gisls cyber security
‘hands-on

October 12, 2012
Commmnity college gets §5 million grant for
eybersecuriy traising

1 Contact Us

FrhartaTateh s iz snnmortad b tha Wations] Seiznes SrmmAdation nndar Crant Wa DITE-
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NCW K12 Division

sLeverage the network and collaboration capacity of
the National CyberWatch Center to advance K12
Cybersecurity educational efforts

*Promote access to shared high quality resources
across government, industry, academia, and non-profits
to enhance K12 cybersecurity education

*Foster collaboration between cybersecurity discipline
STEM programs by sharing exemplary programs,
models, curricula, research and evaluation

*Provide research based solutions that will allow all
stakeholders including policymakers to advocate for a
holistic approach to K12 Cybersecurity education
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5 NCW K-12 Programs

DAl Areas of Focus

— The Cybersecurity workforce
pipeline

— Community awareness of the
Cybersecurity workforce

— Community awareness of C3- &
Cyberethics, Safety and
Security, and

— Security of K-12 IT systems
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K-12 Pipeline

 Annual Cyberethics, Cybersafety and
Cybersecurity (C3) Conference

e Cool Careers in Cybersecurity for Girls
Workshop

e Careers in Cybersecurity for Guidance
Counselors Workshop

» After School/Enrichment

—  Cyber Clubs
— MINDTOOLS
—  CyberSTEM

e Summer Cyber Academies
e CW K12 CyberSTEM Content
e Competitions

e SECURE IT: Strategies to Encourage Careers
in Cybersecurity and IT

e CTE Cybersecurity Track
Mid-Atlantic CCDC High School Activities

IIIII'I"'II///.'.II"Il..rp' TR
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New Efforts in 2013

e MD Cyber Defense Boot Camp
e K12 Cybersecurity Educator Academy: CTE
e K12 Cybersecurity Educator Academy: CyberSTEM

e (3 Schools Initiative (Cyber Schools)
e Cybersecurity Collaborative Project
— Programs

— Lessons/Content

e Moodle

/777777 4L LT T IHEEREE I T == o
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SECURE IT OVERVIEW
Strategies to Encourage Careers in CyberSecurity and Informational Technology

Formal: Individual Classroom JR. FIRST Lego League
Elementary Activities : FIRST Lego League (FLL)
MINDTOOLS Formal: Extension Units —_7 eCYBERMISSION
Informal: After School Program |
Formal: Individual Classroom FIRST Lego League (FLL)
Middle Activities eCYBERMISSION
JR CyberSTEM Formal: Extension Units ===, Am Comp Sc League
Informal: After School Program Broadeom MASTERS
Informal: After School Cyber FIRST Tech Challenge
High Clubs & Summer Program FIRST Robotics 2 Year Program
CyberSTEM I - | = Am Comp Sc League
l — Image Cup -
- High School CCC |~ / l‘
CTE : CyberSecurity Track Patriots ~
— US Cyber Challenge
17 HS Network Security
Forensics Cup
DHS PSA 4 Year Program +
NACLO
Lo
STS
ISEF
Other Activities ParentAwareness
Cool Careers in CyberSecurity for Girls Summit Community Awareness
C3: CyberEthics, Safety & Security Conference Teacher Training
Careers in Cybersecurity for Guidance Counselors Ki2C3 Awa_rene.ss Cn:mte.st
Workshop Cybersecurity Olympiad
C3Awareness Grants

(1 HERRRE Yas



Summer Programs in Cybersecurity!

Cyber Defense Boot Camp:
July 7-13, 2013

For students entering Cyber Defense Boot Camp is an intermediate level seven day summer

l:!'-:ltlhz‘:}r:l.;zth grade in program for high school men and women (rising juniors and seniors).
Students will live on campus for one week and expand their knowledge

University of Maryland - .
College Park. MD of Cyber Defense and Cybersecurty. Students will learn about these
fields, visit local sites and hear from a variety of speakers to learn more
Technical experience
is recommended,
including networking, erating System, System Administration, Networking, Programming, as
Cisco Academy, and,”
or Java programming

about the skills needed for this exciting profession! Topics include Op-

well as a Computer-Based "Capture-the-flag” competition!

CyberSTEM Camp:
July 22-26, 2013

CyberSTEM camp is a one-week commuter summer program for

For temale students : . . th - - .
entering 7th or 8th grade middle school {incoming 7 and 8" grade) girls who are interested in

in Fall 2013 the growing field of Cybersecurity. This five day experience provides

University of Maryland hands-on activities focused on STEM and Cybersecurity topics. Stu-

College Park, MD dents will learn and apply basic concepts of programming, forensics,
Monday-Friday cryptography, and program management from a series of gaming, mod-
9:00am-3:30pm eling, and simulation activities, which explore the interconnections of

science, math, technology, and computers.

For more information, contact:
Cristin Caparotta

Graduate Assistant Maryland w n

Maryland Cybersecurity Center Cybersecurity ET o
ccapa@umiacs umd.edu Center CyberWatch PR

{301)-405-6735
VISIT HTTP-//CYBER. UMD EDU/EDUCATION FOR INFORMATION & UPDATES!




2013 Summer Programs
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http://www.edtechpolicy.org/cyberk12/

ETero

Session I — Howard County
ARL

CyberSTEM I
Grades g-1z
Monday, June z4 — Friday, July 5, 2013
‘002 - Z:00pm
(Monday-Friday)
Clasz does not mest on July 4~
= The program is open to current HCPSS students prades g-12
and iz limited to the first 25 students registered.

= Students must provide their own transp-:rmuon and lunch.
- all HCPSS policies will be strictly anforced

More Information

Registration coming soon

‘Session = — University of Maryland
Maryland Cybersecurity Canter

CyvberSTEM I
Rising ~th and Sth grades girls
Monday, July 2z — Friday, July 26, 2013

9Io0am - 3230
(2onday-Friday)

Contact Info
http:/ fwww cyber umd edn/education/ cyber-stem

Al UMD policies will ke strictly enforced

Apply Here

Session 3 — Northern v)rgunanudd]e school Girls
Northern Virginia Community College
Alexandria Campus

F.oom in the Bizdorf Building
MWVCC Women in Information Technology Group
Science and Technology (SAT) Division

CyrberSTEM I
Monday, August 12-Angust 16, 2013
9:00am - 2200 pm
Cost: $200
Registration Deadline: Juna 1, 2013

= The program is open to all middla school aged girls and is
limited to the first 18 smdents registarad.

= Students must provide their own transpertation and funch.

= All WvCC policies will be strictly enforced.

More Information

‘Session 4 — University of Maryland
Maryland Cybersecurity Canter
Cyber Defense Training Camp

Residential

Rising Juniors and Seniors
Sunday, July 7 — Saturday, July 13, 2013
. Application Deadline: May 15, 2013
T Techmicel experience is recommended, mcluding
networking, Cisco Academy, and/or Jove programming.

Contact Info
http:/ fwww cyber umd edn/education/ cyber-stem

Al UMD policies will ke strictly enforced

Apply Here

Session 5 — Harford Connty
Joppatowne High Schoal

CyrberSTEM I

Coming Soon

Session & — Prince George's Co Public Schools
CybersTEM I

Coming Soon

Session 7 — Anne Arundel Connty
CyberSTEM I

Coming Soon

Session 8 — Ealtimore County
CybersTEM I

Coming Soon

Session g — St Mary's County

CyberSTEM I

Coming Socon

Session 10—Howard County Elementary

= Invitation Only
» Transportation and lanch will be provided.
- all HCPSS policies will be strictly enforced

/ 4 L L L1 1T HEEHEE I,




IEEIG AsouT  SPONSORS  SCHOOLS REDTEAM K12 VIDEOS BLOG  CONTACT

2013 NATIOMAL CYSERWATCH MID-ATLANTIC COLLEGIATE CYEER DEFEMSE COMPETITION search ’

Recent News

2012 Mid-Adantic CCDC Registration

2013 Mid-Adantic CCDC: Save the Dates

2012 Mid-Adantic CCDC Vidzo

Organizers, Partners, and Sponsors

APL CM! Deloitte

*%
$.3 .
MITRE @ neustar _ u¥  dbrmuse

COMMUNITY COLLEGE

T ISIGHTPARTNERS
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Design

CyberSTEM

215t Century
Skills

Cybersecurity
Pathways
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Two and Four Year

Students

e After-school programs
* In-School Modules

e Cool Careers for Girls
Summit

e Summer Cyber Academies
¢ CTE Track — Cybersecurity

e Articulation Agreements

e Collaborative Curriculum
Development and Refresh

\ W=
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MSDE Approved CTE

[ CCENT Cert J

=

CCNA Discovery |

CCNA Discovery I

[ + Ethics J

CW 160/Security+

[ SEC+ Cert ]

CW 130 OS

1777/ L L LTI T HEEEEE I =3 o


Presenter
Presentation Notes
Background blue
Brackets CCNA 1 and 2 ----CCENT® Certification

Sec+ --CompTIA Security+ certification

Second set of brackets—around ALL stuff ---+Ethics

Ask how many already have it in place?
How many are in process of getting into place?
How many want to have it?

Difference between CTE formal track and CyberSTEM or into other venues
Reason for formal CTE track
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NICE NIST

NICE g

NATIOMNAL INITIATIVE FOR CYBERSECURITY EDUCATION RaacsSS

sl 7 A

T

Executive Summary

The Mational Initiative for Cybersecurity Education (NICE) has
published the MNational Cybersecurity Workforce Framework (“the
Framewark”™) to provide & common understanding of and lexicon for
cybersecurity work. Defining the cybersecunty population
consistendly. using standardized terms is an essential step in
ensuring that our country is able to educate, recruit, train, develop,
and retsin & highly-gualified workforce.

Framework Overview

In designing the Framework, "Categories” and “Specialty Areas”
were used as an organizing construct to group similar types of
work. The categories, serving as an overarching structure for the
Framewaork, group related specialty areas together. Within each
specialty area, typical tasks and knowledges, skills, and abilities
(KSAs) are provided. In essence, spepialty areas in a given
category are typically more similar to one another than to speciatty
areas in other categores.

The intention of the Framewaork is to describe cybersecurity work
regardless of organizational structures, job titles, or other
potentially idiosyncratic conventions. For example, under this
structure am individual may perform tasks in more than ona
specially area, or all of an individual’s work mnay fall within a single
specially area. Similarly, large agencies may hawve many individuals
dewvoted to a single specialty area while smaller agencies may need
individuals to cross multiple specialty areas. Within any given
organization, the way these groupings are organized into positions,
career fields, or work roles depends on a number of factors
including organizational characteristics (e.g.. geographic location),
consiraints {e.g.. limited personnel), and mission. Thus, due to the
wariety of jobs, occupations, cultures, structures within any given
agency or organzation, there may not always be a “one-to-one”
crosswalk of jobs or career fields to individual specialty areas.

National Cybersecurity Workforce Framework

Documents

= NEW Framework - Interactive How-
To and Implementation Guide

* Framework - Interactive
= Framework - Printable
= Framework Development

= The Use and Usefulness of the
Cybersecurity Data Element

+« Cybersecurity Data Element -
OPM Guide to Data Standards
(see Page A-106)
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http://csrc.nist.gov/nice/framework/

http://csrc.nist.gov/nice/framework/�
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[ Categories

MATICMAL INITIATNE FOR CYBERSECURITY EDUCATION (MNMICE

THE NATIONAL CYRERSECURITY

WORKFORCE

FRAMEW ORIK

The ability of academia and public and
private empl educate,

yers to prepa

recruit, train, develop,
qualified cyb

to our natic
[Full text varsion]

and retain a highly-
orkd is vital
prospearity.

DEFINING CYBERSECILIRITY MAINTAIN

Defining the cybersecurity population
using common, standardized labels and
dafinitions iz an essential step in ensuring SECURELY
that our country is able to educate, PROVISION
racruit, train, develop, and retain a
rkforoa. The Mati
barsecurity Educartic
(NICE]), in collaboration with fedaral
govemment agencies, public and private
exparts and organizations, and industry
1.0 of

I Cybersecun ricforce

“the Framework’ provide a
mmon understanding of and lexi
rork.

n]

partnars, has publishaed vars
the Matio

INWESTIGATE

arsecurity
[Full text wver

THE CALL TO ACTIOMN

y in the universal adoption of the

lational Cybersscuity Workforce
mewaork can we ansure our nation's
luring capability to ant and
defend against an ever-increasing
threat. Thare it is imperative that
organizations in the public, private,
and academic sectors beagin using

the Fram ks lexicon (la
dafinitions) as socon as possibla.
[Full text var

vals and
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http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_interactive_08_2012.pdf

http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_interactive_08_2012.pdf�
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[ Categories

What are the 7 Categories?

The Framework establishes a common taxonomy and lexicon for cybersecurity workers. The 7 categories,
serving as an overarching structure for the Framework, group related specialty areas together.

The categories of cybersecurity work, and their definitions, are in the table below.

Securely Provision | Specialty areas concerned with conceptualizing, designing, and building secure IT systems.

Operate and Specialty areas responsible for providing the support, administration, and maintenance necessary
Maintain to ensure effective and efficient IT system performance and security.
Protect and

Defend Specialty areas responsible for identifying, analyzing, and mitigating threats to IT systems.

Specialty areas responsible for the investigation of cyber events or crimes which occur within IT

Investigate Systems and networks.

Specialty area responsible for highly specialized and largely classified review and evaluation of
incoming cybersecurity information.

/ 4 L L LT T HEEEEE I
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http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_interactive_how_to.pdf

http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_interactive_how_to.pdf�

Securely Provision
Systems Requirements Planning
Systems Development

Systems Security Architecture

Test and Evaluation

Technology Research and Development
Information Assurance (IA) Compliance

Operate and Maintain

System Administration

Network Services

Systems Security Analysis

Customer Service and Technical Support
Data Administration

Knowledge Management

Collect and Operate
Collection Operations
Cyber Operations Planning
Cyber Operations

31 Specialty Areas

What are the 31 Specialty Areas?

Software Assurance and Security Engineering

Each specialty area represents an area of concentrated work, or function, within cybersecurity. The Framework
provides the typical tasks and knowledge, skills and abilities (KSAs) within each specialty area.

Protect and Defend
Vulnerability Assessment and Management
Incident Response
Computer Network Defense (CND) Analysis
Computer Network Defense (CND) Infrastructure Support

Investigate
Investigation
Digital Forensics

Analyze
Threat Analysis
Exploitation Analysis
Targets
All Source Intelligence

Oversight and Development
Legal Advice and Advocacy
Education and Training
Strategic Planning and Policy Development
Information Systems Security Operations (ISSO)
Security Program Management (Chief Information
Security Officer [CISO])

( /700 11 UHETEEE I
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http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_interactive_how_to.pdf�

THE MNATIONAL CYBERSECURITY ODERATE AND MAINTAIN
WORKFORCE

SETWHIOWEIETl  Specialty areas responsible for providing support, administration, and maintenance necessary
to ensure effective and efficient information technology (IT) system performance and security.

Data Administration Network Services
Develops and administers databases and/or data management stalls, configures, tests, operates, maintaing, and manages
systems that allow for the storage, query, and utilization of data. el 3 firewalls, including hardware (e.g., hub:

i i i 3, IMoute b

Knowledge Management

Manages and administers :a88 and too
enable the organization to identify, document, and access

d inform ontent. System Administration

Customer Service and Technical Support

Systems Security Analysis

Gonducts the integration/testing, o tions,
and maintenance of syste

Data Knowledge Customer Servic Network System System Security
Administration Management Technical Suppo Services Administration Analysis

Thig Sample Securely Operate and Protect and .
acument | Job Tiles Pravision Maintain Defend Investigate
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TRt ROTECT AND DEFEND
WORKFORCE

FRAMEWCRIC Specialty areas responsible for identification, analysis, and mitigation of threats
1o internal information technology (IT) systems or networks.

Computer Network Defense (CND) Analysis

e measures and information collected from a variety
alyze, and report & that cccur or might
occur within the network in order to prof information, information
tems, and netw, o th

e Vulnerability Assessment and Management

-\

security. Investigates and analyzes all relevant response activities, .
¥ g e P situation

Computer Network Defense (CND)
Infrastructure Support

, implements, deploys, maint;

2 the computer
network and re
unauthorized :

Vulnerability As:
and Manag

Using This

Sam| Secu Operate and Pratect and
Document Job T Pmuim Maintain Defend




THE MNATIONAL CYRERSECURITY

WORKFORCE

FRAMEWORIK

information technology (

Digital Forensics

reserves, analyzes, and presents computer-

INVESTIGATE

IT) systems, networks, and digital evidence.
()

support of network vulnerability mitigation and/or
nterintelligence, or law enforcement investigations.

Digital

Forensics

Home L

Investigation

Sample
Job Trtles

Investigation

Applies tac

invest e tools and proc
interview and intermrogation tec
surveilla and surveillance

the benefits of prosacution versus intellige

ques

Specialty areas responsible for investigation of cyber events and/or crimes of

res for a full range of
nclude but not limited to
surveillance, counter
propriately balances
e gathering.
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Training

/ \

Articulation <4mmmmp Approval
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Academy goal
Knowledge
Training 
So are able to teach and share with others

Work with districts to get on books and recruitment of students
Work with LEA
Perhaps a phase 1 phase 2 flow for articulation between LEA and CC and next phase with 4 year and cross pollination

Then also all the competitions 

This training 1 explain
New slide boot camp and set for ccert
OS next
Also online resources
Online moodle
Online sec + course in Moodle non proprietary
OS then as well
Boot camp at the CCDC—also need flier and need to get input
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Other Dates

Security+ training

Boot camp for certification
CCDC April 13 ARL workshop
TBD

N W2
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