Workshop 2

Playing and Staying Safe Online
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L esson 1: Personal 1s Personal

You will learn:

e How to protect personal information
online.

 What information is appropriate to post
online.
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Activity: Creating strong passwords

You will learn:

How to create strong passwords.
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Password Example

Suzy Jones loves to hike and surf at
Stinson Beach.

SJI2h&s@SB
SJ<3hands@SB

Google *®’ iKeepSafe



Activity: Manage online reputation

You will learn:

 Which online profile maintains the
privacy and reputation of that person
and which profile doesn't.
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Name: Anna McKenna

Location: Palo Alto, CA. See map
Gender: Female

Age: 4/14/1963

Occupation: Art instructor

Hobbies: Snorkling, reading, museums
Contact information: anna@gmail.com

Anna’s WalLL:

Anna is surprising her husband for his birthday. Big party - Tapas, chocolate cake and chocolate
Fondue... Yumrmy!

Sharon is planning to attend the surprise party, Remind me, what's the address?
Anna 415 Waverly St. Give me a call when U R close: (650) 3323-3444

Anne is tired after a wonderful party. Hawaii, here we come! Packing for early
departure tomorrow morning. Can't wait to relax for a week, ..

Fhotos:




Mame: Ellen White

Location: Chicago

Gender: Female

Age: 14

Occupation: Student, Jefferson Middle School
Hobbies: Partying

Contact information: {(872) 333-3334

Ellen's WAl L,

Ellen just finished uploading new photos. Check them out!

John ooooh girl. You are hot!

Miles sexixoxxy

Carlo Smokin...

Ellen Thanks guys. Was fun partying last night.

Brie You are one GORGEQOUS girl

Ellen is feeling depressed today. No fun. Why doesn’t he love me?
Brie Erik is a morron, You'll get over him



Name: Chang

Location: California
Gender: Male

Hobbies: Hanging out

Contact information:

ﬁ Age:
Occupation! Student

Chang's WalLL:

Corey Hello my lovely friend - how are things? X (smack!)

Chang All good. Moving again. Urghhh

Corey Where to?

Chang Mot sure yet. Will keep you posted, Will send my new address via email once i know.




Lesson 2. Be Respectful to

Yourself and Others

You will learn:

Learn about rules of Online Citizenship.
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Bully Online?

and Aell!
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Actions to take with online

violators

e None

 Tell an adult (teacher, parent, etc.)
 Flag message.

 Block user.

 Delete message.

 Inform administrator.

 Contact law enforcement such as Cyber Law
Enforcement Organization and report
cybercrime.
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Lesson 3; Street Smart

You will learn:

e Learn how to use common sense while
navigating the streets of CyberSpace.
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Activity: Choose your friends

You will learn:

 To evaluate messages from strangers
online and use common sense In
choosing with whom to connect.
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Scenario 1

You are on a popular social network
and you get an invitation from a
stranger asking if he can be added to
your network.

Jason: “You seem like a fun person to
hang out with. Let’s have some fun
together! Can you add me to your Friends
list?”
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Scenario 2

You get a text message on your cell

phone from someone you don’t
recognize.

“Hey, this Is Jen! Remember me from the
summer?”
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Scenario 3

You get an email from someone you don’t know. You
just finished putting together a website with links to
Hip Hop music.

Subject: Your website

Body: “Hey, | just saw your cool webpage. What is your
phone number? | want to talk with you about it in person.
| have a wonderful offer for you, worth a lot of money!

Philip”
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Scenario 4

You attended a party last night. The
next morning you get a message to one
of your favorite social networks.

“Was great seeing you last night. Great
party! Can | join your friends list?”
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Scenario 5

After Math class with Mrs. Beckstrom

you get this message on your cell
phone.

“I am Mark from your Math class with Mrs.
Beckstrom. Did u understand the
homework?”
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Scenario 6

You get a chat from someone who you
are not familiar with.

“I| saw you In math class today. U R CUTE!
What Is your address? | can come over 2
hang out.”
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In this workshop you learned:

« How to protect your personal information
and create strong passwords.

* How to protect your privacy online and
manage your reputation.

 Rules of good online citizenship.

 Rules of specific communities online, such
as YouTube.

 Touse common sense when connecting with
strangers online.
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