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Effective €3

Words to Remember

Parents and teachers want to
know what messages to send
to kids regarding the C3 issues
that pop up every day. Dec-
ades of research on effective
communication with children
tell us that the messages need
to be positive, short, and
repeated often. This means
that in addition to positive,
succinct lessons, kids also need
to hear about good C3 prac-
tice from parents and instruc-
tors frequently. High-quality
messages repeated often will
help turn C3 content into

good C3 habits.

Parents and teachers should
set the expectation that kids
should develop the following

four habits.
I am responsible
I am respectful
| am prepared

I am safe

These life lessons augment the
C3 framework by defining the

behaviors that are expected of
every person using technology.
It is only when these C3 habits
are practiced by every individ-
ual who uses information and
communication technology
(ICT) that our data, personal
information, and the places
where we work, learn and play
will be safe. Read on to see
what specific C3 tips kids need

to hear early and often.

In this newsletter you will
learn what content to cover
for each of the C3 topics as
well as good habits to help
your kids be responsible, re-
spectful, prepared and safe
when using ICT. Associated
with each good habit is a quote
in blue which is a positive,
short message you can tell
your kids to reinforce good C3

practice.

Cybersafety

The €3 Framework: Assuring Complete €Content

Coverage

In research conducted by Edu-
cational Technology Policy,
Research and Outreach
(ETPRO), it was learned that
the label “Internet safety” is
over-used to describe selected
content that is taught in
schools. While plagiarism and
cyberbullying are important
topics, cybersafety and cyber-
security encompass a much
broader scope of topics. Only

recently have cybersecurity
topics been discussed in the
public arena, yet they are virtu-
ally ignored in the educational
setting. Teaching all C3 topics
as one, through branding such
as digital citizenship or Internet
safety curriculum, makes it far
too easy to check off the topic
as “covered,” while only
scratching the surface of indi-

vidual domains.

ETPRO developed the C3
Framework in 2000 to assure
that all important content is
included in curriculum, policy,
and most importantly in con-
versations with children. By
detailing particular elements
under each domain, organiza-
tions can better design and

address critical content.
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€Cyberethics

Cyberethics is the discipline

dealing with what is good and

bad, and with moral duty and
obligation as they pertain to
online environments and digi-

tal media. Topics include:
e Plagiarism

e Copyright

e Hacking

e Fair use

e File sharing

Cybersafety

Cybersafety addresses the abil-
ity to act in a safe and responsi-
ble manner on the Internet and
online environments. These be-
haviors can protect personal
information and one’s reputa-
tion, and include safe practices
to minimize danger — from be-
havioral-based rather than hard-
ware/software-based problems.
most of the issues covered in
Cybersafety are steps that one

Cybersecurity

Cybersecurity is defined by the HR
4246, Cyber Security Information
Act (2000) as "the vulnerability of
any computing system, software
program, or critical infrastructure
to, or their ability to resist, inten-
tional interference, compromise, or
incapacitation through the misuse
of, or by unauthorized means of,
the Internet, public or private tele-
communications systems, or other
similar conduct that violates Fed-
eral, State, or international law,
that harms interstate commerce of
the US, or that threatens public
health or safety.” Cybersecurity

File sharing is not only illegal it leaves
computers susceptible to malware.

can take to avoid revealing in-
formation by “social” means.
Topics include:

¢ Online predators

e Objectionable content

e Cyberstalking

e Harassment

o Pedophiles

e Hate groups
e Pornography
o

Unwanted communications
Online threats

covers physical protection (both
hardware and software) of personal
information and technology re-
sources from unauthorized access
gained via technological means. Top-
ics include:

e Hoaxes
e Viruses and other malicious
self-replicating code

e Junk email with links to mali-
cious sites

e  Chain letters
e  Ponzi schemes

e Online etiquette proto-
cols

e Posting incorrect/
inaccurate information

e Cyberbullying

e Stealing software, music,
and videos

e Online gambling

e Gaming/ Internet addic-
tion

e Reputation management

More dangerous than any technical

threat to your computer is a lack

of awareness of the dangers and
what to do if they occur.

Get-rich-quick schemes
Scams
Criminal hackers
Hacktivists
Spyware
Adware
Malware
Trojans
Phishing
Pharming scams
Theft of identity
Spoofing
Privacy

EFFECTIVE C3 TECH TIPS



Cyberethics Good Habits

Responsible
For creating their own work

and protecting the copyrights of
others

“Cite it if you did not create it
yourself”

Respectful
Of the feelings of others and use
caution in what they post.

“Posting is permanent and can
be traced back to the author”

Prepared

To help others who are not be-
having ethically or are victims of

cyberbullying or harassment.

“Identify a trusted adult you can

talk to”

Safe

By setting time limits for using
ICT and expanding real life ac-
tivities.

“Seek a balance between virtual

Top 10 C3 Concepts

1. If you don’t know them
in real life —use
common sense
Project a positive
image through your
posts
Limit the information
you share about
yourself
Be thoughtful about

what you click on
Cite work that is not
your own

Scan and update your
computer

Use a firewall

and real life fun.”

Cybersafety Good Habits

Responsible

With my personal and other’s
personal information. Revealing
too much information about
themselves and others facilitates
identity theft and cyberstalking.
“Limit the information you share
about yourself and your friends”

Respectful
Of their own reputation and the
reputation of others. Objection-

able content can be read by par-
ents, grandparents,
schools and employers.
“Respect yourself by only posting
content that projects a positive
image about yourself”

recruiters,

Prepared
To help others who are being
threatened, stalked, or have too

much information revealed about
them.

€ybersecurity Good Habits

Responsible
Technical pro-
tections in-
clude virus
and malware
software
which should

be run daily. A
hardware or software firewall is
also necessary to protect hard-
ware and software.

“Run your malware detection
software daily”

Respectful

Links and attachments in emails
can cause unwanted software to
damage your computer. Respect
others who use a computer by
avoiding things that can cause
viruses and malware infections.
“Protect everyone who shares

your computer by thinking before
clicking”

Prepared
Updating and patching computer
software is an important part of

Disable or block web
cameras when not in
use

Identify a trusted adult

in case of trouble

10. Spend time off-line too

“Print the screen, and save mes-

sages to show the police or a
trusted adult.”

Safe

Responding to unwanted commu-
nications is the greatest predictor
of physical danger-.

“Use common sense communi-
cating with unknown sources”

responsible computer ownership.
— this includes scanning software
as well as operating systems and
internet browsers.

“Set the update option on your
virus and malware scanning soft-
ware to automatic .

Safe

Unprotected web cameras can be
accessed by anyone.

“Put a Post-it Note over your
web camera when not in use”
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Phone: 410-531-3910
E-mail: info@edtechpolicy.org

INSTRUCTOR AND

PARENTS

www.edtechpolicy.org

Attend the C3
Conference in

October!

and creating the C3 framework.

Educational Technology Policy, Research and Outreach provides ex-
pertise for program and grant initiatives that advance effective
learning and teaching through technology integration, and research,
program evaluation, policy analysis and teacher professional devel-
opment through workshops, conferences and seminars. ETPRO re-
search and development interests are focused on cyberethics, cyber-
safety, and cybersecurity (C3) awareness for students, educators and
parents and developing programs to help increase the STEM work-
force pipeline. ETPRO is responsible for conducting the groundbreak-
ing 2008 National Cyberethics, Cybersafety, Cybersecurity Baseline

Now that 1 know, who can do something about

it?

The most important role an

adult can fulfill for children is be

calm and non-judgmental when

they come to you for help. Now
that you have some tips to offer,
there is one more piece of infor-
mation you need to have. Many
organizations provide valuable help
when you or your children are ex-
posed to illegal or inappropriate con-
tent or contact. The following links can

help.

The National Center for Missing
and Exploited Children provides a
tip line for reporting information about
online child pornography and inappro-
priate solicitation of children. http://
www.cybertipline.com or call 1-800-
843-5678

The Federal Trade Commission
has a page of resources for victims of
Identity Theft at http://www ftc.gov/
bep/edu/microcsites/idtheft/tools.html

Prevent Cyberbullying and Inter-

Connect to someone who can help or

provide more information.

net Harassment provides resources
for kids to help them learn more about
how to talk to their parents and each
other about the effects of cyberbully-
ing and harassment. http://

www.cyberbully4| |.org

The Department of Justice main-
tains a list of cybercrimes and links to
the responding agency — for example,
the FBI, U.S. Secret Service and the
Internet Crime Complaint Center are
responsible for computer intrusion and
hacking crimes. http:/
www.justice.gov/crimal/cybercrime/

reporting.htm

If you have purchased something
online that is a fake of a genuine
item, the government has the
STORP Initiative. https://

www.stopfakes.gov

If you are not sure who to report the
crime to, try the Internet Crime
Complaint Center (IC3). This or-
ganization is a partner with the FBI, the
National White Collar Crime Center
and the Bureau of Justice Assistance.
To support victims and law enforce-
ment to easily report suspected cyber-

crimes. http://www.ic3.gov

Spam or “phishing” emails can be for-
warded to the Federal Trade Com-
mission which maintains a database to
support and pursue law enforcement.
spam@uce.gov

Also, don’t forget to file a complaint
with the ISP of the sender and your
local law enforcement agency.



	Words to Remember

	The C3 Framework: Assuring Complete Content Coverage

	Effective C3 Tech Tips

	Inside this issue:

	C3 Framework

	Instructor and Parents

	Cybersafety

	Cyberethics

	Cybersecurity

	Effective C3 Tech Tips

	Page #

	File sharing is not only illegal it leaves computers susceptible to malware. 

	Cybersafety Good Habits

	Cyberethics Good Habits

	Cybersecurity Good Habits

	Page #

	Now that I know, who can do something about it?

	Instructor and Parents



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



